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MATH 404 — Homework #1

Due January 23, 2024

Maxwell Lin

Problem 1

Chapter 2, #1
Brute forcing the ciphertext EVIRE results in 2 sensible plaintexts: arena (k = 4) and river (k = 13).
Therefore, either location is plausible.

Problem 2

Chapter 2, #10

(a) The predicted key length is the displacement that creates the largest number of coincidences. For this
ciphertext, this is when the displacement is 2 since 6 coincidences occur.
Displacement 1 2 3 4
Coincidences 2 6 2 5

(b) Let W7 = (0.2,0.8) be the frequency vector of the first letters in each block and A; be the frequency
vector of this language (A¢ = (0.1,0.9)) rotated by i. We observe that Wy - Ag > Wi - A;. Thus, the
first shift is 0.

Likewise, let W5 = (1,0) be the frequency vector of the second letters in each block. We observe that
Wy - Ay > Wy - Ag. Thus, the first shift is 1.

Therefore, the key is (0,1) = AB and the plaintext is BBBBBBABBB.

Problem 3

Chapter 2, #11

(a) Using the same method as Problem 2, we observe that a displacement of 2 results in the largest number
of coincidences.
Displacement 1 2 3
Coincidences 2 3 1

The letter frequencies for the first and second letters in each block are W7 = (0.6,0.2,0.2) and Wy =
(0,0.8,0.2).

‘We have

arg max Wi-A4;=0

2

and

argmang A, =1.

Thus, the most probable key is (0,1) = AB.
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Problem 4

Chapter 2, #12
This fact is equivalent to the Cauchy-Schwarz inequality

v-w = |v]|w| cos(0)
v-w

Tl = cos(0)
v - w]
i) =|cos(0)] <1

v - w] < Jolw].
Applying the Cauchy-Schwarz inequality, we obtain
Ao - Ai = [Ao - Ail < [AolAi] = [Ao||Ao| = Ag - Ao.

The first equality holds since frequencies are nonnegative. The second equality holds since addition is
commutative. Therefore,

Ao+ A; < Ap- Ao

as required.

Problem 5
Chapter 2, #25

(a) The ciphertext will repeat every 6 characters. Therefore, Eve will likely suspect that the plaintext is one
repeated letter shifted in blocks of 6.

(b) Take the first 6 characters of the ciphertext. Brute force all 26 possible shifts; only one of these shifts will
result in a recognizable English word (since no English word of length six is a shift of another English
word). This word is the key.

(c) Since the ciphertext repeats every 6 characters, all letters will match whenever the displacement is a
multiple of 6. The number of matches will always be less otherwise (or equal, in the case that the key
is also a repeated letter). In the case that each letter in the key is unique, the number of matches will
be exactly 0 if the displacement is not a multiple of the key length.

Problem 6

Find the last two digits of 361261, Hint: explain why computing the last two digits of a number is equiva-
lent to computing the number mod 100. Then start computing the powers of 361 (mod 100) and look for a
pattern. Note that you should reduce mod 100 at each stage (but not the exponent).

Solution
Since

Z[100Z = {Co, C1,...,Cy9},

computing a number mod 100 will always result in its last two digits (two digit integers range from 0 to 99).

Problem 6 continued on next page. .. 2
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Problem 6 (continued)

We observe the following pattern

Since 361 =1 (mod 5),

361 = 61
3612 = (61)(361) = 21
361° = (21)(361) = 81
3611 = (81)(361) = 41
361° = (41)(361) = 01
3615 = (01)(361) = 61
3617 = (61)(361) = 21

36131 = 361! = 61.
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Due February 1, 2024

Maxwell Lin

Problem 1
Chapter 3, #1

(a) Using the Euclidean algorithm, we obtain 17(6) + 101(—1) =1 so z =6 and y = —1.

(b) From part (a), 1771 = 2 = 6 (mod 101).

Problem 2
Chapter 3, #3
(a) We first divide the congruence by ged(12,236) = 4.
3z =7 (mod 59)
Using the Euclidean algorithm, we find that 37! = 20 (mod 59). Therefore,
x = 140 = 22 (mod 59).
This means the solutions to the original congruence are 22, 81, 140, and 199 (mod 236).

(b) Since 4 1 30, this congruence has no solutions.

Problem 3
Chapter 3, #4
(a) We have

30030 = 257 - 116 + 218
257 =218-1+39
218 =39-5+23

39=23-1+16

23=16-1+7

16=7-242
7T=2-3+1
2=1-240

Therefore, ged(30030,257) = 1.
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(b) Since ged(30030,257) = 1, the prime factors of 30030 do not divide 257. That is, 21 257, 31 257, 5 1 257,
74257, 114257, and 13  257.

This is all we need to show that 257 is prime. To see why, suppose 257 can be factored into at least
two primes that we haven’t checked yet (i.e., greater than 13). The smallest such number would be
172 = 289 > 257. Therefore, if 257 can be factored into multiple primes, at least one of the primes must
be less than or equal to 13. Since there are no primes that satisfy this condition, 257 cannot be factored
into multiple primes and its prime factorization is itself. Thus, 257 is prime.

Problem 4
Chapter 3, #5

(a) Using the Euclidean algorithm, we obtain ged(4883,4369) = 257.

(b) We divide by the ged to obtain the prime factorizations

4883 = 25719
4369 = 257 - 17.

Problem 5
Chapter 3, #6
(a) We apply the Euclidean algorithm

F,=F, 1 -1+ F, o since 0 < F,_o < F,_1
Fo1=F, 2 1+F, 3

2=1-1+1
1=1-1+0.
Therefore, ged(F,, F—1) = 1 for all n > 1.
(b) Applying the Euclidean algorithm, we obtain ged(11111111,11111) = 1.

(¢) Let 1; be a string of 1’s of length F;.
We observe the pattern

L,=1,1-10"2 41, ,
lpo1 =1, 2103 +1, 5

11=1-10+1
1=1-1+0.

Therefore, ged(a,b) = 1.
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Problem 6

Chapter 3, #7

(a) Let p be prime. Suppose a,b € Z such that ab =0 (mod p).
If a = 0, we are done. We need to show that if a # 0, then b = 0. Since ab = 0 (mod p), we have p | ab.

Since p is prime, its divisors are 1 and p. Therefore, ged(p, a) must be either 1 or p. Since a # 0, we
have p t a. Therefore, ged(p,a) = 1.

Since p | ab and ged(p, a) = 1, we must have p | b. That is, b = 0 (mod p) as required.

(b) Let a,b,n € Z with n | ab and ged(a,n) = 1.
Since ged(a,n) = 1, there exists z,y € Z such that ax + ny = 1. Then,

ar+ny=1
(ax +ny)b=>
axb+nyb=1>

Obviously, n | nyb. Also, since n | ab, we have n | axb. Therefore, n | (axb + nyb) which is equivalent to
n | b.

Problem 7

Chapter 3, #18

(a) We have

_ (5 21
S \22 5

(b) We need ged(1 — b,26) = 1. We obtain b = 0,2,4,6,8,10,12, 16, 18,20, 22,24 (mod 26).

Problem 8

Chapter 2, #3

The plaintext is 7,14,22,0,17,4, 24, 14, 20.

Applying the affine function, we obtain the ciphertext 16,25,13,7,14,1,23,25,3 (QZNHOBXZD).
The decryption function is z = $(y — 7) = 21(y — 7) since 1 = 21 in mod 26.

Applying the decryption function, we recover the original plaintext 7,14,22,0,17,4, 24,14, 20.
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Problem 9

Chapter 2, #5
We have the following system

Ta+ =2
Oa+p =17

We immediately obtain 3 = 17. Subtracting the 2 equations, we have 7o = —15 (mod 26). Since 77! = —11,
we obtain a = 165 =9 (mod 26).
The decryption function is

z=a"'(y—p)
3y 17)

Applying the decryption function to the ciphertext, we obtain the plaintext 7,0,15, 15,24 (happy).

Problem 10

Chapter 2, #15
We have the following matrix equation

1 0 7T 2
{25 25} M [6 19} '
We multiply by the inverse to obtain

M

s ][5 2]

L73 i] (mod 26).
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Due February 8, 2024

Maxwell Lin

Problem 1

Chapter 3, #9
Applying the Chinese Remainder Theorem, we obtain

z = (3)(3)(7) — (2)(2)(10) = 23 (mod 70).

Problem 2

Chapter 3, #10
We obtain the following system

z =1 (mod 3) (1)
z =2 (mod 4) (2)
x =3 (mod 5). (3)

Applying the Chinese Remainder Theorem to the first two congruences, we obtain
x =10 (mod 12).

Applying the Chinese Remainder Theorem to this congruence and (3) we obtain
x = 58 (mod 60).

Therefore, the smallest number of people is 58 and the next smallest number is 58 + 60 = 118.

Problem 3

Chapter 3, #19
This is equivalent to finding all primes p such that ged(p, —26) # 1.
Since the prime factorization of 26 is 26 = 2 - 13, we have p = 2,13.

Problem 4

Chapter 3, #24
We have

T = a1zt Yz e apYr 2k

e a’lyl(mQ .o mk) + “oe + alyt(ml . 'mi—lmi-‘rl .o mk_) _|_ N _|_ akyk(ml . 'mk—l)'
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Therefore,

x = a;yi(my - mi—1myqq1 - - -my) (mod my)

since m; | z; if and only if j # 4 (since ged(m;, m;) = 1).

Since y; = z;

! (mod m;),

x = a; (mod m;)

for all 7 as desired.

Problem 5

Chapter 3, #39

(a)

(b)

Let S={kp| ke {1,2,...,q—1}}. For all m € S, we have 1 < m < pq. This set cannot be any larger
since if k =0, 1 £ Op and if k = ¢, pg £ pg. Since |S| = g — 1, there are exactly ¢ — 1 multiples of p
satisfying this condition.

Following a symmetric argument, there are p — 1 multiples of q.

We prove the contrapositive. Assume p{m and ¢ m. Since p and ¢ are prime, the prime factorization
of pqg is pg = p - q. However, since neither of these two primes also divide m, we must have that
ged(m, pg) = 1 as desired.

Since p and ¢ are distinct primes, lem(p, q) = % = pq. Since the first (positive) multiple of both p

and ¢ is pg, m cannot be a multiple of both p and ¢ since it is strictly less than pq.

The total number of integers n with 1 < n < pq is pg — 1. We need to subtract off the number of n such
that ged(n,pq) #1 <= ged(n,pq) > 1. By Part (b), this is equivalent to finding all n such that n is
a multiple of p or a multiple of ¢. By Part (a), there are ¢ — 1 multiples of p and p — 1 multiples of q.
Additionally, these sets are disjoint since m cannot be a multiple of both p and ¢ by Part (¢). Therefore,
the total number of n where ged(n,pg) =1ispg—1—(p—1) — (¢ — 1) as desired.

Problem 6

Chapter 3, #40

(a)

=0 (mod 2)
=1 (mod 4)
x =0 (mod 2)
x =2 (mod 4)

A possible solution is x = 2.
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Due February 15, 2024

Maxwell Lin

Problem 1

Let G be a finite group. Show that for each element a € GG, there exists a positive integer n such that a” = e.

Furthermore, show that e is the first repeat in the list of powers of a : a® = e,a' = a,a?,a,---.

Solution
Consider the set

S={a"|neZ"}.

Since a group is closed under multiplication, s € S = s € G so that S C G. But Z" is an infinite set, so
there exists x,y € Z* with 2 < y such that a® = a¥. Since every element in G has an inverse we have

a® =a¥
e=a¥""

where y — x € ZT as desired.

Since there exists some n € Z* such that a” = e, there exists a least such element d by the well-ordering
property. For the sake of contradiction, suppose e is not the first repeat in the list of powers of a. That is,
suppose there exists some z,y € Z with 0 < z < y < d such that a® = a¥. Taking the inverse, we obtain
e=a¥"". But 0 < y—x < d contradicting that a has order d. Thus, e is the first repeat in the list of powers
of a.

Problem 2

Let G be a group and suppose that a € G has order n. Prove that a* = e if and only if n | k.

Solution
( =) Suppose a* = e. We divide k by n

k=ng+r 0<r<n.

Thus
ad" =e
A"t =
(a")¥-a"=e
a” =e.

Since G has order n and 0 < r < n, it must be that » = 0. Thus, k = nq and n | k.

(<) Ifn|k, then k = ng. Then

a® =a" = (a")? = el =e.
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Problem 3

Let G be a finite abelian group. Show that a#“ = 1. Using the previous exercise, conclude that the order
of a divides #G.

Solution
Let d = |G|. Consider the function f: G — G where f(z) = ax for some a € G.
We now prove that f is injective

f(@) = f(y)
ar = ay
a”(ax) = a”(ay)

(ata)z = (a ta)y

er = ey
T=y

as desired.

Applying f to the elements of G = {z1,xa,...,24}, we obtain another set G' = {ax1,azs,...,axq}. Since

f is injective and |G| = |G|, it must be that G = G’. Thus,

T1To  Tqg = AT1AT -+ ALy Since GG abelian
T1Xg - XTqg = adxlxz e Xyq
e=al

as desired.
By the previous exercise, n | d where n is the order of a.

Problem 4

Chapter 3, #11
Let p be prime. Suppose p { a. Then

a?”' =1 (mod p)
a (mod p)

)
iS]
Il

as desired.
If p | a, then a = 0 (mod p) and a = kp for some k € Z. Then

a? = (kp)? = kPp? =0 = a (mod p)

as desired.

Problem 5

Chapter 3, #12

Problem 5 continued on next page. .. 2
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We want to find 21029 (mod 101). Since ged(2,101) = 1, we can reduce the exponent mod ¢(101) = 100.
Since

10203 = 3 (mod 100),
we have

210203 = 93 = 8 (mod 101).

Problem 6

Chapter 3, #13
We want to find 12362 (mod 100). Since ged(123,100) = 1, we can reduce the exponent mod $(100) =
100(1 — 1/2)(1 — 1/5) = 40. Since

562 = 2 (mod 40),
we have

123°6% = 1232 = 15129 = 29 (mod 100).

Problem 7
Chapter 3, #14

(a) We can use Pingala’s algorithm.

7' =7 =3 (mod 4)
72 =49 =1 (mod 4)
7' =12=1 (mod 4)

Thus, 77 = 77271 = (1)(1)(3) = 3 (mod 4).
(b) We want to find 77" (mod 10). Since ged(7,10) = 1, we can reduce the exponent mod ¢(10) = 4. Since
77 =3 (mod 4) Part (a),
we have

77" =73 = 3 (mod 10).
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Problem 8
Chapter 3, #16

(a) Since pta and p prime, ged(p,a) = 1. Therefore, we can reduce the exponent mod ¢(p).

We have

1728 = 0 (mod 6)
1728 = 0 (mod 12)
1728 = 0 (mod 18)

for p = 7,13, 19 respectively.

Therefore,

a1728 CLO 1 (mod p)

as desired.

(b) From Part (a), we know that if pfa

a'™ =1 (mod p)

a'™ =g (mod p).
Now suppose p | a. Then, a =0 (mod p) and a = pk for some k € Z.
'™ = (pk)'729 = 0 = a (mod p)
as desired.

(¢) From Part (b), we know that

a'™ = (mod 7)
a'™ = a (mod 13)
a'™ =g (mod 19).

Since 7, 13, and 19 are pairwise coprime,

a'™ =a (mod 7-13-19)
a'™ = a (mod 1729).
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Due February 29, 2024

Maxwell Lin

Problem 1
Chapter 3, #17
(a) We have
2° =1 (mod 11)
2! =2 (mod 11)
22 = 4 (mod 11)
23 =8 (mod 11)
2* =5 (mod 11)
25 =10 (mod 11)
26 =9 (mod 11)
27 =7 (mod 11)
2% =3 (mod 11)
29 =6 (mod 11)
So 2 is a primitive root mod 11.
(b) We wish to find
8% =2 (mod 11)
(2%)* =2 (mod 11)
23% = 2 (mod 11)

Since 2 and 11 are coprime, we can reduce the exponent mod ¢(11) = 10. Thus, x = 7 is the inverse of
3 mod 10.

(c) We have
8° =1 (mod 11)
8' =8 (mod 11)
82 =9 (mod 11)
83 =6 (mod 11)
8 =4 (mod 11)
8% =10 (mod 11)
8% =3 (mod 11)
87 =2 (mod 11)
8% =5 (mod 11)
8° =7 (mod 11)

So 8 is a primitive root mod 11.
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(d) Since ged(g,p) = 1, we can reduce the exponent mod ¢(p) = p — 1.

b = (%) (mod p)
h* = g™ (mod p)
h* = g (mod p) since xy = 1 (mod p — 1).

(e) Since h* = g (mod p) where g is a primitive root mod p, taking (h*)* = h** with k € Z will result in all
nonzero congruence classes mod p. Thus, h is a primitive root mod p.

Problem 2
Chapter 3, #21
(a) Since r | 600, we can write r in the form
r=2.3".5°

where a < 3, b < 1, and ¢ < 2 are positive integers. Additionally, since r < 600, at least a # 3, b # 1, or
c# 2.
Note that

300 =23"1.30 .52
200 =23 .3'71.52
120=2% .3% .p%2°L

Thus, a number d that divides one of these must be in the form
d=2%.3"5¢
using the same conditions on a, b, and ¢ as before. So r must divide at least one of 300, 200, or 120.

(b) ‘We know that 01“d601(7) | ¢(601) and ¢(601) = 600. Since OI‘d601(7) | 600 and 0rd601(7) < 600, 0rd601(7)
divides at least one of 300, 200, or 120 by Part (a).

(c) Write d := ordge; (7). We proved earlier that d | n if and only if 7% = 1. Since 73%0 # 1, 7290 £ 1
7120 £ 1, d does not divide 300, 200, or 120.

(d) By parts (b) and (c), it must be that d > 600. By Fermat’s theorem, d = 600. Since ordgo;(7) = 600 =
601 — 1, 7 is a primitive root mod 601.

(e) First, ensure that pt g so that g € (Z/pZ)*.

_1 —1
Compute ngi (mod p) for all ¢ using Pingala’s algorithm. If ngi # 1 (mod p) for all ¢, then ¢ is a
primitive root mod p. Otherwise, g is not a primitive root.
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Problem 3
Chapter 3, #22
(a) We have
316k = (3%)16 = 216 £ 1 (mod 65537)
= 65536 1 16k
= 4096 1 k
and

332k = (3%)32 = 232 = 1 (mod 65537)
— 65536 | 32k
— 2048 | k.

(b) We need to find the number of k£ mod 65536 such that both 2048 | k£ and 4096 1 k. There are % =16
choices.

Exhaustively trying all values 2048, 6144, 10240, ..., we obtain k = 55296.




MATH 404 — Homework #6

Due March 7, 2024

Maxwell Lin

Problem 1

Chapter 6, #1
We know 11413 = 101 - 113 and

5859 = m"57 (mod 11413).
The decryption key is
7467~ (mod (100 - 112)) = 3.
Thus, the plaintext is

5859% = 1415 (mod 11413) = no.

Problem 2
Chapter 6, #2
(a) The decryption key is
d = 37" =27 (mod 40).

(b) Since ged(m,55) = 1, we can reduce the exponent by ¢(55) = 40.

=m8 =m! =m (mod 55).

Problem 3

Chapter 6, #3
We have

8% =75 (mod 437)
9% =292 (mod 437)

so 8 is the plaintext.
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Problem 4

Chapter 6, #6
Note that
aab =

e=((m*)b)™ m® (mod n).

m
Let by = b~! (mod ¢(n)) which exists since ged(b, ¢(n)) = 1. To recover m, Bob must exponentiate e by by

= (m®)" = m® = m (mod n).

Problem 5

Chapter 6, #7
We decrypt as follows

(2°¢)? = e®dc? (mod n)

= 2m (mod n).

Since n should be made of two large primes, ged(2,n) = 1. Thus, there exists 271 (mod n) such that Eve
can uniquely determine m.

Problem 6

Chapter 6, #16
Since ged(ea, ep) = 1, Eve can use the Euclidean algorithm to find a,b € Z such that aes + beg = 1. Then
Eve can compute

b aep

¢y = mreamber = macatbtes — iy (mod n).

Problem 7

Chapter 6, #17

Since we are only encrypting letters, this algorithm is no stronger than a substitution cipher. Create a lookup
table for all possible plaintext to ciphertext mappings to decrypt the message.

For example,

13 =1 (mod 8881)

213 = 8192 (mod 8881)
313 = 4624 (mod 8881)
413 = 4028 (mod 8881)

so1l— A, 8192 +— B, 4624 — C, 4028 — D, ...
Decrypting the given ciphertext, we obtain hello.




Maxwell Lin

MATH 404 — Homework #6

Problem 8

Problem 8

Chapter 6, #19

(a) Let m = k¢(n) for some k € Z. Since ged(a,n) =1,

Since p and ¢ divide n, this implies

(b) From Part (a), if ged(a,n) =1

Since p and ¢ divide n

Now suppose ged(a,n) # 1. Then, either p | a or ¢ | a. We split into cases:

1. plaandgfa.

Write pl = a for some [ € Z. Then

a™ ™t = (pI)™* = 0 (mod p)

and

SO am+1

Additionally, since ged(a,q) =1

2. ptaandq] a.

= a (mod p).

a®™ =1 (mod n)
(a®™)* =1 (mod n)
a**™ =1 (mod n)
a™ =1 (mod n)
a™ =1 (mod p)
a™ =1 (mod q)

™! =g (mod p)

a™ ™ = a (mod q).

a =pl =0 (mod p)

a™™ =a (mod q).

Follows the same argument as (a). Just swap p and q.

3. plaandq|a. Sincep|a,q|a, and p and ¢ are coprime, we have n | a. Write nl = a for some [ € Z.

Then

and

Thus, a™! = a (mod n). Since p and ¢ divide n, this implies

a™ ™ = (nl)™ =0 (mod n)

a = (nl) =0 (mod n).

a™ ™ = a (mod p)

m—+1

a = a (mod q).

Problem 8 continued on next page. ..

w
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m—+1

Thus, in all cases a = a (mod p) and (mod q).

(¢) We know that ed = 1 (mod ¢(n)). Write ed = 14 ¢(n)k for some k € Z. Then, ed = p(n)k+1=m+1.
Thus

b
a®d = gmtt (E) a (mod p)
b
ad = gmt! o a (mod q).
Since p and ¢ are coprime, this implies
a® = a (mod n).

(d) For ged(a,n) # 1, p|aor q|a. The probability of this occurring is % + % — % which approaches 0 as p
and ¢ grow towards infinity. Thus, it is very likely that ged(a,n) = 1 for large p and q.

Problem 9

Chapter 6, #27

(a) Eve intercepts ¢; = m$ = (101°m)¢ = 10'°°°me (mod n). Thus, Eve can simply divide ¢; by
101%%¢ (mod n) to produce m€, then apply the same short plaintext attack as before.
(This requires that 1019%¢ has an inverse mod n, but this is likely by Problem 8.d, since n is the product

of two large primes.)

(b) Let the length of m be d. Eve knows that m||m = (1094+1)m. Thus, the ciphertext is ¢; = ((107+1)m)® =
(10% 4+ 1)®m® (mod n). As with Part (a), Eve can divide ¢; by (10% + 1)¢ (mod n), to obtain m® then
apply the short plaintext attack.




MATH 404 — Homework #7

Due March 21, 2024

Maxwell Lin

Problem 1

In this problem we're going to prove that the continued fraction convergents of an irrational number x
converge to . We use the notation from class.

1. Prove by induction that for every n > 0 we have

_ TnPn—1 +pn—2
Tndn—1 + qn—2

2. Using the previous part, prove that

Pn—-1 _ (71)7171
dn—1 dn—1 (ann—l + Qn72) '

T —

3. Use the previous part to show that lim,, . ‘x — ’q’—f‘

=0, in other words,
lim pn/g, = z.
n—oo

Solution

1. Base case (k = 0):

zop-1+p-2 _ (2)(1)+(0)
rog-1+q-2  ()(0) + (1)

Inductive step: Assume for some k = n where n > 0

_ TkPk—1 + Pr—2
Thqe—1 + Q-2

Then,

Thy1Pk +Pr—1  Tri1(arPr—1 4+ DPr—2) +Pr_1
The1qk + qh—1  The1(arqr—1 + qr—2) + qr—1
sa (arpr—1 + pr—2) + P
ﬁ(ak%q + qr—2) + qr—1
ApPk—1 + Pk—2 + Dk—1Zk + Pr—10k
kqk—1 + Qk—2 + Qk—1Tk + Gr—10k
_ Pr—2+ Pe-1%k

k-2 + q—1Tk
=x by Inductive Hypothesis.
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2. By part (1), N
_ TnpPn—1 T Pn—2

B Tndn—1 + qn—2 '
We compute

T Pn—1  TpPn-1 + Dn—2 _ Pn
Gn—1 TnQn—1 T qn—2 Gn—1
TnPn—19n—1 + Pn—29n—1 — Pn—1TnGn—1 — Pn—1qn—2
(annfl + qn72)qn71
_ —(Pn—19n—2 — qn-_1Pn—2)
(annfl + Q’rLfQ)anl
_ (="
- qn—1 (‘Tnanl + (In72)

since Pngn—1 — qnPn—1 = (_l)nil'
3. From part (2),

Pn—-1 _ (_1)n71
dn—1 dn—1 (annfl + qn72)

€T —

Thus,

1

dn—1 (ann—l + Qn—2)
1

4n—19n
1

2
dn—1

Pn—-1
dn—1

IN

since a,, < T,

since gn—1 < Qn.

Since lim,, .~ g, = 00, this implies that lim, .., ‘x — q—” = 0 as required.

Problem 2

Chapter 3, #35
Denote the Euclidean Algorithm as

a=bgo+ro
b=roq1 +1m1

ro =Tr1q2 + 72

Tk—2 = Tk—1qk + Tk

Th—1 = TkQr+1 + 0

L —. We must show that a; = ¢; for alli > 0.

XTi;—

where 0 < r; < r;_1. Also, let o = a/b, a; = |z;], and z; 41 =

For ¢ = 0, we have

Problem 2 continued on next page. .. 2



Maxwell Lin MATH 404 — Homework #7 Problem 2 (Continued)

and
a=bgy+1r9g 0<1r9<b
a To To
- = — 0<—=<«1
p -0ty Ve

HE

since qo € Z. Thus, ag = qo.

Applying the same argument for arbitrary 7, we obtain

Ti—o =Ti—1q; + 15 0<r; <ri

Ti_9 ri T
LS =g+ — 0 — <1
Ti—1 Ti—1 Ti—1
Ti—2 .
{ ! J =g since ¢; € Z.
Ti—1
Also, assume T;_1 = *=2 and ar_1 = qr_1 for some k = n where n > 1. Then
’ Tk—2
1
T = ——————————
LTp—1 — Ak—1
1
— Tr_3 _
o 4k-1
B Th—2
Tk—3 — qk—1Tk—2
_ Tk—2
Tk—1

Thus, a; = U“zJ for all 4 > 0. Therefore, a; = ¢; for all ©+ > 0.

i—1

Problem 3
Chapter 6, #12
We have
516072 = 7 (mod n)
Multiplying by 22, we obtain
2251607% = 227 (mod n)
1032214% = 187722? (mod n).

Since 1032214 = 389813 # 187722 (mod n), the ged(1032214 — 187722, 7n) is a factor of n. We obtain
n = 1129 - 569 as the prime factorization of n.

Problem 4
Chapter 6, #13
Let n = 2288233. Note that

8805252 - 20572022 - 6485812 = 2-3 -6 (mod n)
(880525 - 2057202 - 648581)% = 6% (mod n)
a® = b* (mod n).

Since a # +b (mod n), ged(a — b,n) is a factor of n.
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Problem 5

Chapter 6, #14
Since p, g are coprime, use the Chinese Remainder Theorem to find the unique solution z mod pgq to the
system

x =7 (mod p)
x = -7 (mod q).

For the sake of contradiction, suppose z = 7 (mod pq). Then, 7 = —7 (mod ¢q) <= 14 = kq for some k € Z.
The possible values for ¢ are 1, 2, 7, and 14. But, ¢ is a large prime! Thus,  #Z 7 (mod pq). Similarly,
x # —7 (mod pq). Lastly, note that = satisfies

22 =49 (mod p)

22 =49 (mod q)
which implies that

2?2 =49 (mod pq)

since p and ¢ are coprime.

Problem 6

Chapter 6, #23
We claim that d = e~ (mod 12345) (which can be found using the Euclidean Algorithm). That is, ed =
1 (mod 12345) <= ed = 1 + 12345k for some k € Z. We verify that this decryption key works:

Cd = (me)d = med = m1+12345k = (m12345)k m=m (HlOd n)

since m'?345 =1 (mod n).

Problem 7

Chapter 6, #26
We are given two ciphertexts ¢, and ¢, where

¢o =m (mod n)
and
¢y =m® (mod p)
¢y =m®+1 (mod q).

Since n = pq,

cq =m° (mod p)

cq =m° (mod q).
Subtracting these congruences, we obtain
¢ — ¢ =0 (mod p) = plc—ca
¢p— o =1 (mod q) = q1cp — cq.

The factors of n are 1, p, ¢, and n. Since p | ¢, — ¢, but ¢ 1 ¢ — ¢4, the ged(ep — ¢4, pg) = p. Compute
q=n/p.
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Problem 8

Chapter 6, #28

(a)

Define s = [n] = vVn+e € Zwith 0 < e < 1. Cleatly, s < v/n+1soz+s < z+ /n+ 1.
Also, since < (V2 —1)y/n — 1, we have z + /n +1 < (V2 = 1)y/n — 1) + v/n + 1 = V/2n. Thus,
T+ s <x++/n+1<+2n. This implies f(z) = (z + 5)> —n < n.

Since f is an increasing function, we must show that when x = 0, f(x) > 0. Since f(0) = s> —n, we
must show that s> —n >0 <= s? > n. To see this, note s> = (\/n+¢e)?2 >n when 0 < e < 1.
Therefore, 0 < f(z) < n.

Writep | f(z) asp | (x+5)2—n <= kp= (v+5)?—n for some k € Z. Rewrite asn = (z+35)? —kp <
n = (z + 5)? (mod p) as required.

Let n = a® (mod p) for some a € Z. Since p{n, we have a® # 0 (mod p) = a # 0 (mod p). We have

f(z) =0 (mod p)
(x+8)> —n =0 (mod p)

(z +5)* —a® =0 (mod p)
(x+s+a)(x+s—a)=0 (mod p).

Since p is prime, either z+s+a = 0or x +s —a = 0 (mod p). Let 2,17 = a — s (mod p) and
Tp2 = —a—s (mod p). Since pt2 and a # 0 (mod p) = pta, we have x, 1 — zp2 = 2a #Z 0 (mod p).
That is, z, 1 and x, 2 are unique mod p. Furthermore, since p is prime and f(z) has degree 2, no further
roots exist.

Suppose f(x) is a product of k distinct primes in B. Then f(x) = biby---by. If ¢ = xp 1 or z, 2 (mod p),
then f(z) =0 (mod p) <= p| f(z). That is, for all factors of f(z) subtract

log(f(x)) — [log(b1) + log(ba) + ... + log(by)] = log <blb£(x>bk) =log(1) =0

as required.

If f(x) is a product of (possibly nondistinct) primes in B, then the sieve will still divide off one of each
distinct prime from f(z). We expect the residual to be small since repeated factors tend to be smaller.
On the other hand, if f(z) is the product of some p ¢ B, then the register will not be reduced by that
p. Additionally, the register will be big since the p ¢ B are large.

Part (d) only checks congruence to = 1 and z,2 (mod p) for each x while trial division requires
looping through all p for each z.

Subtraction is a less expensive computation than division.
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Due March 28, 2024

Maxwell Lin

Problem 1
Chapter 7, #1
(a) Through brute-force, we obtain
2* =16 = 3 (mod 13)
s0 % (3) = 4.
(b) We check
27 =128 = 11 (mod 13)

so ZL(11) =17.

Problem 2

Chapter 7, #2

(a) Since 62 =3 (mod 11) and 6* =9 (mod 11), we have 6° =6 -9 = 54 = 10 (mod 11).

(b) Since 2 is a generator for (Z/11Z)*, 2" = 2° = —1 (mod 11). We have
2% =6 (mod 11)
(2%)° =6° =10 = —1 (mod 11).

Therefore (2%)° = (2°5)% = (—1)* = —1 so & must be odd.

Problem 3

Chapter 7, #3
We have

5% =3 (mod 1223)
(5%)01 = 351 =1 (mod 1223).

Since 5 is a generator for (Z/1223Z)*, 5511 = —1 (mod 1223). Therefore, (57)61! = (5%11)* = (—1)*

Thus, x is even.

1.
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Problem 4

Chapter 7, #4

Let p=19,g=2,and y = 14;77\1}\76 know that p — 1 :p:”f - 2.

Let g =3 and r =2. Then, y ¢« =7 (mod p) and g ¢« =7 (mod p). Therefore, xg = 1. Let y; = yg~*° =
p—1

7 (mod p). Then, y,” =11 (mod p) and (g°7 )2 = 11 (mod p) so z; = 2. Therefore, Z5(14) = 1+ 2(3) =

7 (mod 9).

Now let ¢ = 2and r = 1. Then, ypq;l = 18 (mod p) and gp%l = 18 (mod p) so g = 1 and %% (14) = 1 (mod 2).

Applying the CRT to

p—1
q

Z5(14) = 7 (mod 9)
% (14) =1 (mod 2)

we obtain %% (14) = 7 (mod 18).

Problem 5
Chapter 7, #5

(a) We know that

aza(ﬁlﬁﬂ = ﬁ162 = Of(fa(ﬁl)awg@(ﬁﬂ = afa(ﬁl)“"fa(ﬂ?) (mod p)

Since « is a primitive root mod p, it must be that %, (5162) = ZLa(B81) + Zu(B2) (mod p — 1).
(b) From (a), we know that

aZa(B1P2) = o Za(B)+ZLa(2) (mod p)

aZe(BLB2)~(Za(B1)+Za(52)) = | (mod p)

Therefore, ord,(a) | Za(6182) — (Za(B1)+La(B2)) <= ZLu(B152) = ZLa(B1) +-Zu(B2) (mod ord,(«)).

Problem 6

Chapter 7, #9

Problem 6 continued on next page. .. 2
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Problem 6 continued on next page. ..
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Problem 7

Chapter 7, #10
Since ged(b,p — 1) = 1, Eve can compute b := b~ (mod p — 1). Then

/ MY = ot = o (mod p).




MATH 404 — Homework #9

Due April 4, 2024

Maxwell Lin

Problem 1
Chapter 7, #6
(a) Since 24 =233,
25(24) = 3+ %(3) = 72 (mod 100).
(b) Since 24 = 5% (mod 101),

2(24) = 3.%(5) = 72 (mod 100).

Problem 2
Chapter 7, #7
We have
3% = 44 (mod 137)
3537192 =44 - (2712 (mod 137)

371 =11 (mod 137)

322 =11 (mod 137)  since —14 = 122 (mod 136).
So z = 122.
Problem 3

Chapter 7, #8

(a) This is the discrete log problem which is hard. Eve can use an algorithm like Pohlig—Hellman to try to
determine the password, but it would still take a long time since p is 500 digits long.

(b) In the worst case, p = 99991. Using a naive approach, you would need to brute-force up to 99990
possibilities. But this can be done quickly today.

Problem 4

Chapter 7, #11
We have
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Problem 5
Chapter 7, #12

(a) If 0 < d < N2, then we can write d = j + Nk with 0 < j,k < N. Then, m = ¢? = ¢V (mod n) <=

Nk

& = me™N* (mod n) so a match will exist between the two lists.

(b) If m =1 and ¢ = 1, then the two lists match for all 0 < j, k < N. Therefore, we would obtain all d such
that 0 < d < N2. Not all d in this range can be the decryption exponent.

(c) The lists are length O(y/n) which is the same complexity as factoring n by trial division. There are
factoring methods faster than this.




MATH 404 — Homework #10

Due April 11, 2024

Maxwell Lin

Problem 1
Chapter 16, #1
(a) Factor the polynomial to obtain

2+ ax? +br+c=(x—r)(x—r)(x—13)

=(—r1 —ry—r3)xt -

Therefore, r1 + ro + r3 = —a.
(b) We have
a\3 1 a 1 2
x‘;’—i—b’xl—i—c’:(x—i—g) +<b—3a2) (x+3)+(c—3ab+27a3>
2723 + 27az? + 9za® + a? ba —a’x  a® 1 2
= b - - _ — Zab “ 3
( 57 )—I—(m—i— 3 9)+<c 3a+27a>

=23+ az® + bz +c.

Problem 2
Chapter 16, #2
(a) (3,2),(3,5),(5,2),(5,5),(6,2),(6,5), co.

(b) The line through (3,2)+(5,5) is y = 5(z —3) +2. Substituting into E, we obtain (5(x —3)+2)? = 2® —2.
We obtain —25z2 + --- = 0. Therefore, the sum of the roots is  + 3 + 5 = 25 and we obtain the point
(3,2). Reflecting about the y-axis, we obtain (3,5).

(c) We differentiate 2y dy = 32% dz = g—g = % Evaluating at (3,2) we obtain 27/4 = 5. Therefore, the
tangent line at (3,2) is y = 5(x — 3) + 2. This is the same line as Part (b). Therefore, the sum of the

roots is  + 3 + 3 = 25 and we obtain the point (5,5). Reflecting about the y-axis, we obtain (5, 2).

Problem 3

Chapter 16, #3
We know that —(z,0) = (z,—0) = (z,0). Since oo is the identify element of the group E, 2P = (,0) +
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Problem 4

Chapter 16, #4
We add (3,5)+(3,5) to obtain a new point on E. The tangent line to (3,5) is y = 2f (z—3)+5. Substituting

in E, we obtain (27 (z — 3) 4+ 5)% = 2® — 2. Thus, — %2322 4 .. = 0 and the sum of roots is 3+ 3+ z = 723,
We obtain (122, 3%3.) Reflect about the y-axis to get (125, —1a).
Problem 5

Chapter 16, #9
Let @ be a point on E (mod n). Given P = z(@Q, Eve wants to find x. Eve chooses a bound N such that
N? > #E. By Hasse’s Theorem, |#E — (p+1)| < 2,/p so N2 > 2,/p+p+1>+#E. She makes two lists:

1. jQfor 0 <j < N
2. P—NEkQ for 0 <k < N.

If a match occurs then

jQ =P — NkQ
(j+Nk)Q =P
r=j+ Nk.

Since j + Nk € {0,1,...,N?2 -1} and N? > #F, a match will exist.

Problem 6
Chapter 16, #15
(a) Since k =k’ (mod 2™), we can write k = k' 4+ 2"{ for [ € Z. Then

B=EkA
= (K +2"1)A
=k A+2"A
— KA+ (2"A)]
=k A+ ool
=kA+ o
=K' A.

(b) If j is even

gT = j2"tA
=" tApon A4 ol onTlg j times
=2(2" 1Ay + .. 422" tA)  j/2 times
=2"A+---+2"A J/2 times
=00+ 400 j/2 times

= Q.

Problem 6 continued on next page. .. 2



Maxwell Lin MATH 404 — Homework #10 Problem 6 (Continued)

If j is odd
JT=(2"A+-- +2"A) +2" A
=2n"1A
# 00.
(c) We have 290 =0 <= k even <= kT = oco. Also, co = kT = k2" 1A =2""1(kA) =2""1B.
(d) We have

2n—m—1(B _ (-1'0 4 2m_1$m71)14) — 2n—m—1(2mxm N 2n—1xn71)A
_ 2n—1(xm Lt 2n—m—1xn71)A
=T(xpm+ -+ 2”*m*1xn_1)

which is oo if and only if z,, = 0.

Problem 7
Chapter 16, #16

(a) Wehave 3d=1 (mod p—1) <= gcd(3,p—1)=1 <= 3{(p—1). Since 3| (p + 1), we cannot also
have 3| (p — 1) so therefore, 3d =1 (mod p — 1).

(b) (=) We have (a®)? = a®>? = a' = a (mod p) since 3d = 1 (mod p—1). Thus, b¢ = (a*)? = fa (mod p).
(<=) We have (b%)3 = b*? = b! = b (mod p) since 3d =1 (mod p — 1). Thus, a® = (b4)® = b (mod p).

(c) By (b), 2> =y? — 1 (mod p) <= x = (y*> — 1)? (mod p). Therefore, every value of y has a unique

mod p. Since there are p values of y, there are p points (excluding co). Thus, there are a total of p 4 1
points on F.
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Due April 18, 2024

Maxwell Lin

Problem 1

Chapter 16, #6

(a) We compute 2P = (10,9) 4 (10,9) = (5,16). Next, we compute 3P = (10,9) + (5,16). The slope is
m = 3—70. However, 30 is not invertible mod 35 since ged(30,35) = 5. Thus, 35 =5-7.

(b) The slope of the tangent line at P is 2. However, 21 is not invertible mod 35 since ged(21,35) = 7.
Thus, 35 = 7 - 5.

Problem 2

Chapter 16, #7
We compute 2P = (2,0) + (2,0). The slope of the tangent line at (2,0) is 3 so 2P = co. Computing
ged(0,n) = n provides no useful information to factor n.

Problem 3

Chapter 16, #8

Choose an elliptic curve £ mod p and a point @) on E with high order. If x is the password, then the point
@ is stored in a file. When y is given as a password, the point y@ is compared with zQ). Recovering z from
(@ is hard since the elliptic curve discrete log problem is hard.

Problem 4
Chapter 16, #11

(a) Since the elliptic curve is over Z/nZ, the size of E can be at most n?+ 1 (including o). Therefore, there
are only finitely many points on E.

(b) Since FE is a finite group, there exists some j € Z* such that jP = oo (Homework #4, Problem 1). Let
i =2j. Then iP = (2j)P = 2(jP) = 2(c0) = co. Thus, iP = jP. We also have (i — j)P = (2§ — j)P =
jP = o0.

(c) Write m = kq +r with 0 <r < k. Then
oo=mP = (kq+7r)P=kqP +rP =00+ 1rP =rP.
Since 0 < r < k and k is the order of P, it must be that » = 0. Therefore, m = kg < k| m.

(d) Let m be the number of points on E. Lagrange’s theorem says that mP = co. By (c), ord(P) | m.
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Problem 5

Chapter 16, #13 (a)
We induct on w, the length of the binary representation of x. Consider the bitstrings of length 1:

1. If z =0, then Ry = oo = 0P as required.
2. If £ =1, then Ry =00+ P = 1P as required.

Now fix w € Z with w > 1 and let © = b1bs - - - by, be an arbitrary bitstring of length w. Assume that this
algorithm works on x and outputs R, = xP. Now let ' = biby---byby11. We need to show that this
algorithm works on 2’ and outputs R,1 = 2’ P. We split into two cases:

1. If byt1 =0, then 2’ = 2z. We know R,, = P so Sy+1 = 2R, = 2¢P. Then, Ry,11 = Syy1 = 22P =
2' P as required.

2. ifbyy1 =1, then 2/ =2z +1. We know Ry, = 2P s0 Syi1 = 2R, = 22P. Then, Ryy1 = Spi1 + P =
2¢P+ P = (20 4+ 1)P = 2’ P as required.

Thus, this algorithm outputs R,, = P for all z € N.
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Due April 30, 2024

Maxwell Lin

Problem 1
Chapter 9, #1
Eve solves
ar =m — ks (mod p—1)

for a. There are ged(r,p — 1) possibilities which is small. For each possible a, Eve computes a® (mod p)
until she obtains § in which case she has found a.

Problem 2

Chapter 9, #2

(a) Choose m; = r"mr~! (mod p — 1). Then,

kh

_ kh,.—1
Brlrfl = % Oé(m ar)a”"r

=ao™m.

(b) Eve can only control h when she chooses m;. To find an h such that 7"mr~! (mod p — 1) results in a
sensible message is the discrete log problem which is hard.

Problem 3

Chapter 9, #4
(a) We have

= T

(b) We have

(c) We have
s aa7'+k7n

T,.m

= (a®)"r™ (mod p).
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Problem 4

Chapter 9, #6
Eve notices that r = a® = 8 (mod p). Since k = a, Eve knows that s = k=1(m —ar) = k=1 (m — kr) =
k=m —r (mod p — 1). Thus, Eve solves

(s+r)k=m (modp—1)

for k. There are ged(s +7,p — 1) possibilities which is small. For each possible k, Eve computes o (mod p)
until she obtains /3 in which case she has found k = a.

Problem 5
Chapter 9, #8
(a) Since s = k~1(m — f(r)a) (mod p — 1), we have af(r) + ks = m (mod p — 1). Thus
GO = qal(r) ks
— of(r)+ks
=a™ (mod p).
(b) Eve needs to choose k and s such that ks = m (mod p — 1). Then
BFI) s = ghs

= o (mod p).

For example, let k =1, r = a, and s = m.

Problem 6

Chapter 19, #1

(a) The period is 4.

(b) Pick m = 8 so that n? < 2™ < 2n2.

(c) Since ¢ =192, we have

so r = 4. This agrees with part (a).

(d) We use the exponent factorization method. Write r = (22)(1). Then (in mod 15),

bp=2'=2
blzbgzél
by = b7 = 1.

Thus, ged(by — 1,n) = 3 gives a nontrivial factor for n = 15.
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Problem 7

Problem 7
Chapter 19, #2

(a) Write ¢ = ¢o + j2° with 0 < j < 2™75. If  # 0 (mod 2™~*), then

0<e<2™ 0<j<2m=s2
c=co (mod 2%)

2mizeq j{: 2mizj2%
= e 2™ e 2™
0<j<2m—s
2rizeq e2mir _ ]
— e zm

e2s~mHlmiz _

=0

. . s—m+1__-
since €2 — 1 =0 and €2 T 1 £0.

If £ =0 (mod 2™~%), then

0<c<2™ 0<j<2m=s
c=co (mod 2°)
2mizeq zg: 2mizj2%
= e 2™ e 2™

0<j<2m=s

2mizc
=e 2m0 E 1
0<j<2m—s

_ 2mizcq
— 2’ITL Se S

(b) Note that for a fixed co

2micx 2micx
i — e
E €T Qe = Qg g ez

0<c<2™ 0<ce<2™
c=co (mod 2%) c=co (mod 2%)
since ap = ap4j2s. Write
2m 1
1 2wicx
F(z) = — e a,
A /2m

o
(=)

2°—1
N ST DI
= — ey e 2
m
2 co=0

0<c<2™
c=co (mod 27)

Il
o

since  #Z 0 (mod 2™~ °) by part (a).

Problem 8

Chapter 19, #3

Problem 8 continued on next page. .. 3
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(a) Since 0 <7 < n and 0 < r; < n, we have rir < n?. Also, since j/r and j;/r1 are two distinct rational

numbers, |j17 — jr1| > 1. Thus,

Ji_J| _ |hr—ign
T1 T r™r
_ |j1r — g1l
rr
e
> |j1 2] 1]
n
1
> E
(b) Adding the inequalities, we obtain
o gl e a1
oam 2m oy n?
‘We bound
o_d|oje e a1
reor| T |2m oam oy n?

Applying the contrapositive of (a), j/r = j1/r1.




